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Main topics

* Concepts about time and time measurement

* Short retrospective in history of time measurement and
timescales

The Network Time Protocol (NTP) and how it works

* NTP measurement results of various setups
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Clocks (mechanical/natural oscillator)

* Aclock consists of an oscillator and a counter that record
the number of increments since initialized with a given
value at a given time.

* First clocks: Sundials, water clocks, incense clocks, hour
glasses.

* Since ~1400: Pendulum clocks controlled by a harmonic
oscillator (the regular swing of a pendulum).
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Clocks (electronic/physical oscillators)

* Crystal clock: Electronic oscillator regulated by a crystal to
keep time, accuracy ~0.5 s/day

* TXCO (Temperature Controlled Crystal Oscillator),
accuracy ~4.3 ms/day

* Rubidium clock, accuracy ~1pus/day
* Cesium clock, accuracy ~1ns/day
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Scientific timescales

* These are based on astronomical observations of the sun,
the moon and the stars as reference. Prior to 1958:
Ephemeris Time (ET) based on one complete revolution of
the earth around the sun, the ET second was defined as
1/86,400 of the mean solar day.

* In1958: ET second was redefined as 1/31,5656,925.9747 of
the tropical year 1900, the year as 365.242 days, varies +/-
50 ms, increases ~5.3 ms per year.
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Time measurement

* Atimescale is a continuum of monotonically increasing
values that denote time in some frame of reference.

* To measure time in a comparable way, a reference is
essential.

* Until ~1960: astronamical observations as reference

* Nowadays physical constants are used (Crystal oscillator,
cesium, Rubidium hyperfine transition)
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Time definition and standards (1)

* The official SI definition of the second is as follows:

The second is the duration of 9,192,631,770 periods of the
radiation corresponding to the transition between the two

hyperfine levels of the ground state of the cesium 133
atom.
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Time definition and standards (2)

* Time is one of the seven fundamental physical quantities in
both the International System of Units (SI) and International
System of Quantities and the strictest defined quantity.

Base quantity: time
Symbol for quantity: T
Symbol for dimension: t

S| based unit: second

Sl unit symbol: S
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Civil timescales

* The basis for civil time scale is the International Atomic
Time (TAI), a weighted average of the time kept by over
400 atomic clocks worldwide.

* TAlis a continuous monotonically increasing timescale.

* Coordinated Universal Time (UTC) synchronized with TAI
since 1958
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Leap seconds

* InUTC irregularity of earth rotaional motion is
compensated by inserting or skipping leap seconds.

* Necessary to convert the NTP/UTC timescale to TAI.
* Difference (today) 37 s —» TAI = UTC + 37s.

* Inserted in the following second 23:59:59 at the last day of
June or December — becomes 23:59:60 of that day.
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Network Time Protocol NTP

* Designed by David L. Mills of the University of Delaware.
* 1985 NTP version O was implemented — RFC 958.

* To synchronize all participating computers to UTC within @
few milliseconds.

* Usudlly in a client-server model, can also be used in
peer-to-peer relationship.

* Sends and receives NTP packets using UDP port 123.
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Network Time Protocol NTP

* In 2010, RFC 5905 was published containing a proposed
specification for NTPv4.

* The reference implementation is currently maintained as
0N open source project.
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NTP terminology

* Resolution - the degree to which a clock reading can be
distinguished from another — reciprocal of clock oscillator
frequency: 2 GHz - 0.50 ns.

* Precision — the degree to which an application can
distinguish one clock reading from another —the latency
of a system.

* Accuracy = the degree to which a clock reading differs
from the real time.

Jant Using NTP for network time synchronization
u s Compact OSADL Online Lectures, October 20, 2021



Stratum

2 -

COMPACT
0SADL
ONLINE
ECTUHES

NTP Strata

Reference Clock

NTP Server

NTP Server

Using NTP for network time synchronization
Compact OSADL Online Lectures, October 20, 2021

GPS

"N

N

DCF-77




The NTP packet

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32|
LI |Version |Mode | Stratum | Poll intervall | Precision |
Root delay |
Root dispersion |
Reference clock identifier |
Reference timestamp: Seconds (32)

Reference timestamp: Fraction (32)

Originate timestamp: Seconds (32)

Originate timestamp: Fraction (32)

Receive timestamp: Seconds (32)

Receive timestamp: Fraction (32)

Transmit timestamp: seconds (32)

Transmit timestamp: Fraction (32)

Key Identifier (optional)

Message Digest (optional)

COMPACT
" oNONE Using NTP for network time synchronization
u A Compact OSADL Online Lectures, October 20, 2021



The NTP packet

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32|
LI |Version |Mode | Stratum |Poll intervall | Precision

Root delay |
Root dispersion |
Reference clock identifier |
Reference timestamp: Seconds (32)

Reference timestamp: Fraction (32)

Originate timestamp: Seconds (32)

Originate timestamp: Fraction (32)

Receive timestamp: Seconds (32)

Receive timestamp: Fraction (32)

Transmit timestamp: seconds (32)

Transmit timestamp: Fraction (32)

Key Identifier (optional)

Message Digest (optional)

COMPACT
" oNONE Using NTP for network time synchronization
u A Compact OSADL Online Lectures, October 20, 2021



The NTP packet

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32|
LI |Version |Mode | Stratum |Poll intervall | Precision

Root delay |
Root dispersion |
Reference clock identifier |
Reference timestamp: Seconds (32) |
Reference timestamp: Fraction (32)

Originate timestamp: Seconds (32)

Originate timestamp: Fraction (32)

Receive timestamp: Seconds (32)

Receive timestamp: Fraction (32)

Transmit timestamp: Seconds (32)

Transmit timestamp: Fraction (32)

Key Identifier (optional)

Message Digest (optional)

COMPACT
n oNONE Using NTP for network time synchronization
u A Compact OSADL Online Lectures, October 20, 2021



The NTP packet

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32|
LI |Version |Mode | Stratum |Poll intervall | Precision

Root delay |
Root dispersion |
Reference clock identifier |
Reference timestamp: Seconds (32) |
Reference timestamp: Fraction (32) |
Originate timestamp: Seconds (32) |
Originate timestamp: Fraction (32)

Receive timestamp: Seconds (32)

Receive timestamp: Fraction (32)

Transmit timestamp: Seconds (32)

Transmit timestamp: Fraction (32)

Key Identifier (optional)

Message Digest (optional)

COMPACT
n oNONE Using NTP for network time synchronization
u A Compact OSADL Online Lectures, October 20, 2021



The NTP packet

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32|
LI |Version |Mode | Stratum |Poll intervall | Precision

Root delay |
Root dispersion |
Reference clock identifier |
Reference timestamp: Seconds (32) |
Reference timestamp: Fraction (32) |
Originate timestamp: Seconds (32) |
Originate timestamp: Fraction (32) |
Receive timestamp: Seconds (32) |
Receive timestamp: Fraction (32) |
Transmit timestamp: Seconds (32)

Transmit timestamp: Fraction (32)

Key Identifier (optional)

Message Digest (optional)

COMPACT
n oNONE Using NTP for network time synchronization
u A Compact OSADL Online Lectures, October 20, 2021



The NTP packet

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32|
LI |Version |Mode | Stratum |Poll intervall | Precision

Root delay |
Root dispersion |
Reference clock identifier |
Reference timestamp: Seconds (32) |
Reference timestamp: Fraction (32) |
Originate timestamp: Seconds (32) |
Originate timestamp: Fraction (32) |
Receive timestamp: Seconds (32) |
Receive timestamp: Fraction (32) |
Transmit timestamp: Seconds (32) |
Transmit timestamp: Fraction (32) |
Key Identifier (optional)

Message Digest (optional)

COMPACT
n oNONE Using NTP for network time synchronization
u A Compact OSADL Online Lectures, October 20, 2021



The 64 bit NTP timestamp

Bit: O

31

32

64

Seconds since 1900

Fraction of second
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The 64 bit NTP timestamp

Bit: 0 31 | 32 64
Seconds since 1900 Fraction of second

Begin:  1January 1900, 00:00:00

Ends: 19 January 2038, 03:14.08

Year 2038 problem — 32 bit int overflow
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The 64 bit NTP timestamp

Bit: O

31

32

64

Seconds since 1900

Fraction of second
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Theoretical resolution: 232 ps =
0.000,000,000,232s
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Network Time Protocol NTP

A (client) reads current time T,

A (client)

B (server]
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Network Time Protocol NTP

A (client) reads current time T, and sends it to B (server)

. T]
A (client) \
B (server) 3

1
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Network Time Protocol NTP

« B(server) reads current time T, and saves T .and T,

. T]
A (client) \
B (server) e

o/% 1
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Network Time Protocol NTP

- B(server)reads currenttime T,

T

A (client) \
B (server) 0 -

o/% 1 3
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Network Time Protocol NTP

- B(server)reads current time T, and sends it along with the
saved T, and T, to A (client)

. T]
A (client) \ /
B (server]
T2 T3
(T) (T,andT,)
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Network Time Protocol NTP

« Al(client) reads current time T, on arrival

. Tl T4
A (client) \ /
B (server]
T2 T3
(T) (T,andT,)
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Network Time Protocol NTP

« Af(client) reads current time T, on arrival and computes
offset and round-trip delay relative to Bout of T....T,

T, (T,T,T.)

. Tl 4
A (client) \ /
B (server]
T2 T3
(T) (T,andT,)
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Time sources in a computer

* RTC = Real Time Clock (crystal stabilized), battery
powered

* Software clock (or system clock, kernel clock]), only
running, when the system is up

* Network time (via NTP), read the time periodically from a
network time server, and continuously adjust the rate of
the system clock so that the time data always match.
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How NTP disciplines system clock

* Small time offsets (step threshold, per default 128 ms)
- Adjust time smoothly, max 500 ps/s (1.8s/hour]

* Large time offsets
— Adjusts time at NTP server start
- If disciplined system detects timer offset that
exceeds step threshold — stepout interval (300s)
- If time offset > panic threshold (1000s) the NTP
server terminates — set clock manually
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NTP measurement

QA-Farm setup:

1. Standard distribution NTP setup
2.Local NTP server
3.Local NTP server peer to peer, optimized
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NTP measurement: equipment

System Board: AAEON/UP-WHLO!1

* CPU x86 Intel Core i3-8145UE @2200 MHz
* Integrated GPU UHD 620 @300 MHz
* Kernel: 5.10.27-rt36 #4 SMP PREEMPT_RT
* Architecture: Whiskey Lake
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NTP measurement: setup 1

* Connect to the standard local NTP server

AAEON/UP-WHLOT

NTP
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NTP measurement: setup 1

 Connect to the standard local NTP server

ntpg> pe
remote refid st t when poll reach delay offset jitter

*funky.f5s.de 131.188.3.221 2u 741024 377 7.174 0.025 3.639
+185.168.228.59 131.188.3.222 2 u 1377 1024 372 9.573 0.055 1.207
+electrode.felix 85.10.240.253 3 u 657 1024 377 6.882 -2.468 1.593
-time.cloudflare 10.71.1.91 3 u 344 1024 377 2.905 -3.134  1.161

PN AAEON/ UP-WHLOT
) 4 -

NTP

o
0
[
=

ntpg> pe
rGCkOSlOt] remote refid st t when poll reach delay offset

*rack@slot1.osad 144.76.59.37 3 u 1005 1024 377 0.422 -1.100 0.688
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NTP measurement results: setup 1

CPU frequency scaling - by day

356
306
256
N
T 206
156G
106
Thu 00:00 Thu 12:00
cur: Min; Aug: Max;
m Pl e 877, 144 810,55 939 44H 3 ICG
m Pl 875.3M 867, 16M
Last update: Tnu Sep 16 23:55:15 2021
CPU C states - by day
&
Tue 12:00 Wed 00:00 Wed 12:00
cur: Min: Aug: Max:
@ POLL 0.80 0.08 0.00 0,08
41 0.63 0.03 0.12 8,51
o CIE 0,06 0.04 0,09 0,49
oG 0.85 0.04 0.05 0,18
G 0.29 0.24 0.28 0,50
m s 0.01 0.08 0.01 0,02
o 12.57 11.33 12.07 14.26
B0 0.89 0.01 ﬂ.ﬂS ﬂ‘ 17
@ (10 85.35 82.26 85.8

Last update: Wed Sep 15 17:35:14 2021

Temperatures - by day
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"
=
“
U
s}
"
u
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=
i
°
10
0 -
Tue 12:00 Wed 00:00 Wied 12:00
Cur: Hin: Avg: Ma:
o templ 40.80 38.07 40,17 43,00
| temp2 37.00 35,00 36.94 40,00
O templ 27.80 27.80 27.80 27.80
O templ 36.00 34,08 36.95 40,92
W Package id O 36.08 35,00 37.05 40,92
W Core O 36.80 34.15 36.76 40,85
O Core 1 36.08 34.08 36.79 40,00
Last update: Wed Sep 15 17:35:22 2021
CPU power consumptien - by day
g
o
o
H
o
&
| cores
B gpu
@ pkg
O psys
W ram

283.19m
Last update: Hed Sep 15 17:35:21 2021

load

| load

Load average - by day
o7
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05
04
03
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01

Wed 00:00 Wed 12:00

cur: Hin: vy Max:
0.31

0.0+
Tue 12.00

0.19 0.35 0.62
_Last update: Wed Sep 15 17:35:18 2621

50m
40m
3.0m
20m
lom
0o
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PLL offset (secs)

-30m
-4.0m

“Tue12:00

B pll-offset

NTP kernel PLL offset {secs) - by day

i

Wed 00:00

Cur: Min: Avg: Max:
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_Last update: Wed Sep 15 17:35:19 2621
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6.0m
50m
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30m
20m
1l0m
00
-10m
20m
3.0m
4.0m

seconds

o Delay
m Offset
m Jitter

NTP timing statistics for system peer - by day

om
Tue 12:00

1.58 5. 05m
Last update: Wed Sep 15 17:35:20 2021
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NTP measurement: setup 2

* Connectto local NTP server

Symmetricom S350
l AAEON/UP-WHLOT

Local
network
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NTP measurement: setup 2

* Connectto local NTP server

Symmetricom S350
AAEON/UP-WHLOT
Local
network
ntpg> pe
remote refid st t when poll reach delay offset jitter
*ntp.osadl.org .PPS. 1u 689 1024 377  1.801 -1.550 0.793
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NTP measurement results: setup 2

CPU frequency scaling - by day

356
306
256
N
T 206
156G
106 ] ll il I il
Tue 12:00 Wed 00:00 Wed 12:00
cur: Min; Avg: Max;
mCPU B 876.17H 803, 64M 952 SlH 3 216
mCRU 1 B64.35M 617.83M
Last update: I'ed Sep 15 17:35: 14 2021
CPU C states - by day
&

0 Thu 00:00 Thu 12:00
cur: Min: A Max

o POLL 0.60 0,00 ©.60 0,00

] 0.13 0,02 .89 .45
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Last update: Thu Sep 16 23:55:16 2021

50

Temperatures - by day

n
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n
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&
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©
10
0
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Last update: Thu Sep 16 23:55:25 2021
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g
C
o]
H
o
&
Thu 00:00
cur: Hin: Ava: Max:
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Last update: Thu Sep 16 23:55:23 2821
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Load average - by day
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NTP kernel PLL offset {secs) - by day
2.0m
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=
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Cur: Min: Avg: Max:
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20m
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NTP measurement: setup 3

* Connecttolocal NTP server P2P

— dedicated interface
— network irg priority 90
— network irg affinity 1

- taskset -¢ O chrt -f 91 /usr/sbin/ntpd
. 3 AAEON/UP-WHLOT

Symmetricom S350
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NTP measurement: setup 3

* Connecttolocal NTP server P2P

- dedicated interface

— network irg priority 90

— network irg affinity 1

- taskset -¢ O chrt -f 91 /usr/sbin/n;pd |

% AAEON/UP-WHLOT

ntpg> pe
remote refid st t when poll reach delay offset jitter
*ntp.osadl.org  .PPS. Tu 689 1024 377 1.001 -1.550 0.793

COMPACT
" ONLINE Using NTP for network time synchronization
LECTUHES Compact OSADL Online Lectures, October 20, 2021



NTP measurement results: setup 3

CPU frequency scaling - by day

406G
386G
386G
N
s
376G
366G
356G T
Sun 00:00 Sun 12:00
cur: Min: Avg: Max;:
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mCRU 1 3.706 706 3.706 3.700
Last update: Sun Oct 10 23:55:14 2621
CPU usage - by day
200
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80
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Last update: Sun Oct 10 23:55:14 2021
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©
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0
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cur; Hin: Avg: Max:
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o templ 27.80 27.80 27.80 27.80
O templ 43.92 42,00 44,04 45,92
W Package id 0 56.08 54,16 56,74 59,00
W Core O 55.08 54,00 56,40 58,00
O Core 1 56.08 53.27 56,39 58,92
Last update: Sun Oct 18 23:55:22 2021
CPU power consumptien - by day
g
C
o]
H
o
&
Sun 00:00 sun 12:00
cur: Hin: Ava: Max:
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NTP kernel PLL offset {secs) - by day
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o Jitter 311.75u 92.00u 244,250 586, 00u
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Summary of measurement results

NTP_Source
Optimization
NTP delay
NTP offset
NTP jitter

Pll offset
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Setup_1 Setup_2
external NTP-Server local NTP-Server
none none
-0.1/1.0/0.2 0.4/1.2/0.7
-4.2/4.7/0.03 -3.3/2.3/0.2
-0.004/5/1.6 0.1/2.8/0.86
-3.8/4.5/0.015 -3.0/2.1/0.17
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Setup_3

local NTP-Server
rt/p2p-connection
0.4/1.2/0.77
-0.5/0.3/0.009
0.09/0.5/0.24
-0.46/0.3/0.006

all values in ms
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Summary of measurement results

NTP_Source
Optimization
NTP delay
NTP offset
NTP jitter

Pll offset

COMPACT
0SADL
ONLINE
LE[,‘TUHES

Setup_1 Setup_2
external NTP-Server local NTP-Server
none none
-0.1/1.0/0.2 0.4/1.2/0.7
-4.2/4.7/0.03 -3.3/2.3/0.2
-0.004/5/1.6 0.1/2.8/0.86
-5.8/4.5/0.015 -3.0/2.1/0.17
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Setup_3

local NTP-Server
rt/p2p-connection
0.4/1.2/0.77
-0.5/0.3/0.009
0.09/0.5/0.24
-0.46/0.3/0.006

all values in ms
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Conclusion

* NTPis the established technology to synchronize networks
and devices

* Global availability

* Optimization can be achieved through

- the use of a NTP server in LAN
— Peer to peer connection
— Linux-RT optimizations (taskset, irg-prio/-affinity

Jant Using NTP for network time synchronization
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